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PT Application Firewall

Me)xceTeBOM 3KpPaH YPOBHA BED-NPUTOXKEHUN
(web application firewall, WAF)

KJTIOMEBbDIE

BO3MOXHOCTHU

* Bnoknpyet MmaccoBble
M LueneBble aTaku

+ bbicTpo BCTpavBaeTcsa
B MHMDPaCTPYKTYpPY

ApanTupyeTtca noa
3alMLLaeMble NPUMOXKEHUA

250+

KJIMEHTOB Y>Ke UCMOb3YIOT
PT Application Firewall

50%
pbiHKa WAF B Poccum
3aHan PT AF 8 2019 roay?

40+
aBTOPU30BaHHbIX
napTHepoB? BHegpAtOT
PT AF B Poccnn v CHIC

Beb-npunoxKeHua no-npexxHeMy OCTaloTCd MNONYAAPHOW Lefbio AN9 3/10-
YMbIWNEHHWKOB. Kak mokasanu Halu nccnegoBaHus', Kaxkaas natas ataka
HanpaeseHa Ha Beb-pecypChl OpraHM3aumni, vyalule BCero — rocygapcrBeH-
HbIX U MEAUUMHCKUX YUYpexaeHWn, OHNanH-CEPBMCOB, OpraHmn3aunm chepsobl
HayKun 1 o6pa3oBaHng 1 IT-KOMNaHUM.

PT Application Firewall zaliuiiaeTr Be6-NpunoXeHnsa oT BHELIHWX aTak 1 He
NO3BOIAET 3/IOYMbILLUIEHHUKAM 3KCMNAyaTupoBaTh ya3BMMOCTU. C MOMOLLbIO
KOMOWVHAaLMK 3aLLUTHbIX TEXHONOMMN pelleHre NpenoTBpallaeT Kak M3BecCT-
Hble aTaku, Tak U aTaku HyneBoro gHs.

NMpenmyLwiecTBa
Moanep>xXuBaetT HeNpPepbIBHOCTb 6U3HECc-NpoLeccoB

PT Application Firewall 3awmuiaet ot DDoS-aTak ypoBHA npunoxeHun (L7),
aKcnyatTaunm yas3BMMOCTEN, CBHA3aHHbIX C oWKMbOKaMu B OU3HEC-NOrmke
MPUTOXKEHUN.

MUHUMUIUPYET PUCK YTEUKMU MHOPMaLUmn

PT Application Firewall 6nokrpyeT coBpeMeHHble aTak Ha BeO-NPUOKEHNS,
BKto4Wasd Te, uto B cnmcke OWASP Top 10 n knaccudukaumm WASC, a Takxe
6narogaps anroprTMamM MallMHHOIO O0By4deHns BA0KMPYeT aTakM Hy/1eBOoro
OHS.

NMoMoraeT BbINONHATb TP€6OBaHUA CTaHRAPTOB

PT Application Firewall nomoraet cobnogatb Tpebosanna PClI DSS u gpyrunx
MEeXXOYHapOOHbIX, FOCYAAPCTBEHHbIX 1 KOPMNOPAaTWBHbIX CTaHOapToB 6e30-
nacHocTK. PelueHune 3apernctpmpoBaHo B peecTpe poccumckoro MO, nme-
eT pencteyowmn ceptudmnkar PCTIK Poccuin 1 cepTrudmKkaT COOTBETCTBUSA
Pecnybnunkn KasaxcTaH.
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w18/u-rynka-waf-khoroshie-perspektivy

3 Cnucok napTHepos Positive Technologies: ptsecurity.com/ru-ru/partners/auth-partners



https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2019/
https://www.comnews.ru/content/205891/2020-04-29/2020-w18/u-rynka-waf-khoroshie-perspektivy
https://www.ptsecurity.com/ru-ru/partners/auth-partners/

BHEAPEHUSA

CHUDODEP

AHann3 Konum Tpaduka.
Tpaduk nepenaetca 8 PT AF
co SPAN-nopTa kKoMMyTaTopa

OBPATHbIN
NPOKCU-CEPBEP

[MepexBaT 1 pacwmndpos-
Ka Tpaduka, 6NoKMpoBaHmne
atak

NMPO3PAYHbIN
NMPOKCU-CEPBEP

[MogkntoyeHre «B pa3pbiB»
Ha NyTU Tpadurka Mexay
KNMeHTOM 1 Beb-cepBepoM
B kayecTBe L2-MocCTa

NOAPOBHEE

Bonbwe nHhopmaumm

o PT Application Firewall
Ha CTpaHuLe NpoayKTa:
ptsecurity.com/ru-ru

products/af

O KoMnaHum

ptsecurity.com
pt@ptsecurity.com
facebook.com/
PositiveTechnologies
facebook.com/PHDays
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PT Application Firewall

BbiaBngeT cnoxHole
MHOrogasHble aTaku

3awmuaet ot DDoS-aTak
YPOBHS MNPUNOMKEHN

ABTOMaTNYECKM 3auMuaeT oT atak
BbIBNSET YA3BMMOCTHU Ha nonb3oBaTenem
NPUNOXEeHNS NPUNOXKEHNA
MpoTneopencTeyeT MpenoTepallaeT 3arpysky

BPEAOHOCHbIM BoTaM BpenoHocHoro Mo

Bnokupyet ataku BblnonHaeT BUpTyanbHbI
HyfneBoro AHg naTymHr

BO3MOXXHOCTU UHTErpauuu

CNPOAYKTAMMU Cc APyrmmm
POSITIVE TECHNOLOGIES PELWUEHUAMU

= PT Application Inspector

MaxPatrol SIEM
[Mepenaya cobbITUM BeH6-6€30NacHOCTMU
019 X fanbHenLwen koppenaumm

Next Generation Firewalls
(NGFW), Hanpumep Check Point

Cuctembl Anti-DDoS,
Hanpumep NETSCOUT Arbor
DopMuUpoBaHMe BUPTYasbHbIX
naTyen ANs 3alWmTel OT aKcAayaTaumm
OBOHapy>XeHHbIX YA3BMMOCTEN

PT MultiScanner unu PT Sandbox
3awmnTa Be6-NopTanos OT 3arpy3ku
BpenoHocHoro Mo

DLP- 1 aHTUBUPYCHbIE CUCTEMbI
(no npotokony ICAP)
SIEM-cucremsbl

(no npoTokony syslog)

Pe>xnmbl paboThbl NMNocTaBKa

STANDALONE HARDWARE APPLIANCE

YCTaHOBKa NpoAyKTa Ha ogHOM Onda pa3sepTbiBaHUS Ha QU3NYECKOM
annapaTHOW NAN NPOrPaMMHOM cepsepe. [pon3BOANTENBHOCTD
nnatdopme. no 40 000 RPS

CLUSTER VIRTUAL APPLIANCE

YcTaHOBKa NpoAyKTa Ha ABe [na pa3BepTbiBaHUS Ha BUPTYyalbHOM
1 6oflee annapaTtHbIX UK MallnHe. MNpons3BoanTenbHOCTb
nporpaMMHbIX NnaTopPMbl no 10 000 RPS

Positive Technologies y>xe 19 neT cosfaeT UHHOBAUWMOHHbIE pelleHnda B cdepe nHdopMauMoHHON 6e30nacHOCTU
MpoAyKTbl U CepPBUCHI KOMMaHWK MO3BOMASIOT BbIABAATL, BEPUDMUMPOBATL W HeNTPanM3oBaTb peasbHble
GU3HEC-PUCKW, KOTOPbIE MOTYT BO3HWKaTb B IT-MHMPaCcTPYKType NpeanpuaTnint. Halim TeXHONOrnmM nocTpoeHs
Ha MHOrofNleTHeM MCCNefoBaTeIbCKOM OMNbITE 1 IKCNepTU3e BeAYLUNX CNeymanicTos no kubep6e3onacHocTu

CeronHsa ceoto 6e30nacHOCTb HaMm goBepsatoT 6onee 2000 koMnarui B 30 cTpaHax MMpa. B ymMcne Hawmx KNMeHTOB
B Poccun — 80% y4aCTHUKOB penTuHra «3kcnepT-400»

Cnepute 3a Hamu B couceTax (Facebook, BKoHTakTe, Twitter), a Takxxe B pasgene «HoBocTun» Ha canTe ptsecurity.com
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